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Illegal installation of solar-
powered communication

cabinets and wind-solar hybrid
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Overview

energy officials have launched an investigation after discovering unauthorized
communication equipment embedded within Chinese-manufactured solar
power inverters connected to critical infrastructure grids across the country.
Power inverters can be found in solar panels and wind turbines that are
connected to the electricity grid as well as batteries, heat pumps, and electric
vehicle chargers. Mainly. Reuters reported last week that U. The federal
government has “not publicly acknowledged the discoveries” and the two
people speaking on the matter did not have permission to speak to. In May of
2025, U. Not listed in product documentation, these shadow components
create hidden backdoors that can circumvent utility firewalls and allow. U.
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Illegal installation of solar-powered communication cabinets and wind-solar hybrid

  

'Rogue' communication devices
found on Chinese-made solar
power  

One such incident occurred in
November, when solar power inverters in
the U.S. and elsewhere were disabled
from China, highlighting the risk of
foreign influence over local electricity 

  

Rogue communication devices
found in Chinese solar power
inverters

In November, the Lithuanian government
passed a law blocking remote Chinese
access to solar, wind and battery
installations above 100 kilowatts - by
default restricting the use of Chinese 

  

U.S. officials Investigating
Rogue Communication Devices
in Solar Power  

U.S. energy officials have launched an
investigation after discovering
unauthorized communication equipment
embedded within Chinese-manufactured
solar power inverters connected ...
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Undocumented communication
devices found in Chinese solar

Rogue communication devices have
been found in some Chinese solar power
inverters and batteries, two people
familiar with the matter told Reuters,
raising concerns of potential security
risks 

  

U.S. Allegedly Finds Rogue
Communication Devices in
Chinese-Made Solar ...

That has created a vulnerability that
suddenly feels more real, as Reuters is
reporting that experts have discovered
hidden communications equipment in
various Chinese-manufactured ...

  

US uncovers hidden radios in
Chinese solar inverters, sparks
alarm

U.S. energy officials are reportedly
reassessing the security risks posed by
Chinese-made components in renewable
energy infrastructure after discovering
hidden communication ...

  

China's Unseen Cyber Threat to
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Energy Security

Every solar panel and battery connected
to the U.S. energy grid relies on a device
few people ever consider: the power
inverter. In May of 2025, U.S. experts
found undocumented ...

  

'Rogue' Chinese spyware found
on solar, battery equipment

However, rogue communication devices
not listed in product documents have
been found in some Chinese solar power
inverters by U.S experts who strip down
equipment hooked up to ...

  

US energy sector at risk, as
Chinese inverters are under
investigation  

U.S. experts have allegedly found rogue
communication devices, including
cellular radios, in Chinese-made solar
inverters and batteries over the past
nine months.

Contact Us

For catalog requests, pricing, or partnerships, please visit:

Powered by Empa Solar Energy Europe



Page 6/6

https://59empagm.pl

Powered by TCPDF (www.tcpdf.org)

Powered by Empa Solar Energy Europe

http://www.tcpdf.org

